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INTRODUCTION



STAGES OF THE ICS CYBER KILL CHAIN

Initial survey & access to

the enterprise IT
environment

Avoid Custom
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Malware
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History of ICS Malware
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CHERNOVITE:
PIPEDREAM



CHERNOVITE: NEW

ICS/OT SYSTEM SPECIALIST
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Potential to impact all
industries and regions
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ADVERSARY:
+ Development and effects team focused on ICS disruption ‘
CAPABILITIES: ()
+ Unique tool development |

+ Uses ICS-specific protocols for reconnaissance, manipulation,
and disabling of PLCs

+ PLC Credential Capture. Password bruteforcing and denial of
service

VICTIM:

+ Could impact all industries, initially targets electric, ONG

+ Companies with Schneider Electric, Omron, and CODESYS + _ N
PLCs, as well as any OPC UA operations T

INFRASTRUCTURE:
+ Unknown

ICS IMPACT:
+ Loss of safety, availability, and control; manipulation of
control

A Test
Xis Deliver

Install / Modify
455 Execute ICS Attack

Tens of thousands of ICS vendors
use CODESYS, Modbus, OPC UA

Capable of Stage 2 of
the ICS Cyber Kill Chain
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CHERNOVITE’S PIPEDREAM MALWARE

CAPABLE OF DISRUPTIVE & DESTRUCTIVE ICS/OT IMPACT

EVILSCHOLAR & BADOMEN
are extensible - this is rare.

1 st scalable, cross-industry OT attack toolkit
7th ICS/0T targeting malware

Discovered before it was employed for
destructive purposes

MOUSEHOLE
manipulates OPC-UA server
nodes & associated devices.

1000s of CODESYS devices

across multiple sectors at risk
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OPC-UA is a widely used
communication protocol in
ICS/OT
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DUSTTUNNEL & LAZYCARGO
demonstrate that CHERNOVITE can
achieve an end-to-end attack.




An Example Deployment Scenario
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Impact:

Denial of Control, View

Loss of Availability,
Control, Safety and View

Manipulation of Control

Program Download/Upload
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MITIGATION &
OT BEST PRACTICES



PROTECTION AGAINST PIPEDREAM

Monitor East-West ICS networks with ICS protocol aware technologies

* Perform network traffic monitoring on East-West communications in addition to North-
South (ingress/egress) communications. Look for modifications to PLCs occurring
outside of maintenance periods such as changing the logic using native ICS protocols.

Conduct network telemetry analysis

 Look for non-standard workstations or accounts to identify unusual
interactions with PLCs.

Network isolation of safety systems

 Monitor safety system networks for new connections or devices and verify all
configuration changes comply with change management procedures.

Isolate mission critical skid systems

 Consider implementing hardwired I/O between critical skid systems and
distributed control systems 1I/O in place of direct communications if feasible.
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LONG-TERM READINESS
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ICS FOCUSED
INCIDENT
RESPONSE
PLAN
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SPARE PARTS &
INVENTORY
PLAN

Create and update an ICS-focused Incident Response Plan
with accompanying SOPs and EOPs for operating with a
hampered or degraded control system.

Create and update a spare parts inventory for critical control system
components, including hardware, software, firmware, configuration backups,
and licensing information. Develop plans and procedures for sourcing and
procurement of critical control system components. Consider the
implementation of cold backups for rapid replacement of ICS level on devices.
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THREAT LANDSCAPE



CHERNOVITE’S PIPEDREAM

EVOLUTION OF ICS/OT MALWARE

\ FIRST scalable, cross-industry OT attack framework (7™ overall ICS/OT specific)
Discovered before it was employed for destructive purposes.

ICS PROTOCOLS ABUSED VENDORS DEVICES POTENTIALLY
IMPACTED IMPACTED
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CHERNOVITE ASSESSMENT

IMPLICATIONS OF PIPEDREAM DEVELOPMENT ON CHERNOVITE

The breadth of knowledge required to develop these tools
indicates that CHERNOVITE:

Is well versed in ICS protocols & —

S Is skilled in software
OT network intrusion techniques.

development.

Is well-funded, with a budget for J " \— Has knowledge to
acquiring devices. achieve an impact.
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BENTONITE: NEW IN 2022

OPPORTUNISTIC
EXPLOITATION
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Targets Oil & Gas,
Manufacturing
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BENTONITE

SINCE 2021
=

ADVERSARY:
+ Associated with PHOSPHORUS

+ Able to run multiple, concurrent operations /

CAPABILITIES:

+ Multi-stage downloaders, victim enumeration, reconnaissance
and C2 capabilities

+ Vulnerability exploitation

+ Heavy use of Powershell to facilitate compromise

+ Disruptive Capabilities

VICTIM: .,
I+ Highly Opportunistic rY
Jl + U.S. Oil and Gas, Manufacturing 1

+ State, Local, Tribal and Territorial organizations

INFRASTRUCTURE:

+ Credential harvesting

+ Separate domains for phishing and C2

+ Utilizes Github for delivery, SSH and HTTP for C2

J lesivpac:
:_+ Espionage, Data Exfiltration & IT Compromise A=
+ Disruptive Effects Possible ~~ ~~ ~~~ """ T T T T T T 2 ﬁ

Delivery
q TAGE

STAGE
01

Install/Modify

cz
Highly

opportunistic

Demonstrated Stage 1 of
the ICS Cyber Kill Chain
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BENTONITE: OPPORTUNISTIC EXPLOITATION

RECONNAISSANCE & LONG-TERM PERSISTENCE

it

Exploits vulnerabilities
in internet facing assets

Installs initial
downloader implant

Implant retrieves malware from
adversary Github account

Long-term persistence,
reconnaissance, interactive operations

{’fl ¢
1 Bt — the past employed
- K j disruptive

7/ capabilities

BENTONITE has in

Compromises Maritime
ONG, SLLT governments
via vulnerabilities in
remote access solution

Capable of deploying
wiper malware

= L B

Capable of
ransomware attack
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ELECTRUM

TARGETING THE ELECTRIC SECTOR IN EUROPE, IN PARTICULAR UKRAINE, SINCE 2016

In April 2022, ESET reports
malware is uncovered at a
Ukrainian utility provider

INDUSTROYER2 overlaps
with CRASHOVERRIDE, with
fewer components

Wiper malware is deployed
with INDUSTROYER?2:
CADDYWIPER, ORCSHRED,

SOLOSHRED, & AWFULSHRED

Delivery
Exploit
Install/Modify

C2

Act

2016 ELECTRUM ATTACK
CAUSED A POWER OUTAGE
IN KYIV FOR ABOUT 1
HOUR.

FACILITATED
INITIAL ACCESS INTO OT
NETWORK.

CRASHOVERRIDE WAS
DEPLOYED BY ELECTRUM
DISRUPT POWER TO A %
MILLION UKRAINE HOMES.

Develop
Test
Deliver
Install / Modify
Execute ICS Attack
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ECTRUM
DUSTROYER 2

Targeted substations and
hardcoded configuration
includes 3 IP addresses

ELECTRUM likely had a detailed
understanding of the victim’s
environment before deploying

IEC 104 IS A TCP/IP NETWORK
PROTOCOL COMMONLY USED IN
ICS/SCADA ENVIRONMENTS IN
THE ELECTRIC SECTOR.

Used for communications between control
stations & substations for gathering
information, monitoring power, & making
control changes across the network.
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THREAT GROUPS INCREASE ACTIVITY IN 2022

RECON, CAPABILITY BUILDING, & INITIAL ACCESS ACTIVITY
ACROSS ALL GLOBAL INDUSTRIAL SECTORS

KOSTOVITE

Dragos observed a
possible link to multiple
adversaries sharing
common infrastructure
with KOSTOVITE, with
reports of exploitation of
vulnerabilities by
linked APTS.

Targeting Energy
North America, Australia

Victims in multiple
sectors are observed
communicating with

KAMACITE Cyclops Blink
C2 infrastructure.
Cyclops Blink malware is
removed from firewall
devices.

Many Industrial Sectors
Targeted
Ukraine, Europe, U.S.

Xt

Dragos observed
reconnaissance and
research activity focused
on oil and gas entities
in the U.S.

Targeting Oil & Gas,
Electric
Middle East,
North America

ELECTRUM

INDUSTROYER2 malware and
a set of wiper malware is
discovered at a Ukraine

energy provider.

Targeting Electric
Ukraine, Europe

Er

Continued targeting of
industrial organizations
with SEO poisoning
techniques and custom,

rapidly deployed malware.

Multiple Industrial
Sectors Targeted
U.S, Canada
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WASSONITE

Dragos observed
ongoing deployment of
nuclear energy themed
spear phishing lures to

deliver backdoor

malware.

Multiple Industrial
Sectors Targeted
South/East Asia,
North America




RANSOMWARE ATTACKS INCREASED BY 87%

MANUFACTURING TARGETED IN 72% OF 2022 INCIDENTS

Ransomware by ICS Sector Ransomware by Manufacturing Subsector
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Plastics

Machinery, Paper Products & Packaging * _ 17
st I 13

o iC Aerospace, Furniture * _ 11
;’ﬁ: : Chain, SCADA
Oil & Gas ‘?’¥:;(:rngh¥vater Cosmetics _ 9
Chemicals, Clothes, Lighting * _ 8
£, Transportation 29
P Electric Supplies, Medical Equipment, Tools * - 7

21 Agriculture, Interior Design, Textiles *
1 .
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Technology, Telecommunications, Business Supplies, *

5
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[ ) Air Conditioning, Printing, Wood Products * - 3

Aircraft supply, Biotech, Cables, Coating Solutions, Control Systems, Drilling, Elevators, Fabric, Glass, Healthcare Products , Home - 2
Appliance, Painting, Access Control, Security Solutions, Thermal Products, Tires, Windows, HVAC, Metrology and Navigation Technology * each




RANSOMWARE ADVERSARY CASE STUDY: BLACK BASTA

ARE BLACK BASTA ICS/OT EXPERTS?

Black Basta continues to cause ransomware attacks on
industrial infrastructure in 2023:

Appears exclusive; no recruiting —

S Advanced techniques, including
for outside affiliates

email thread hijacking, EDR
evasion, & privilege escalation

BLACK BASTA

Heritage of links to FIN7, Conti, J N Well honed, rapid
BlackMatter, Darkside exfiltration & lock cycle
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KEY TAKEAWAYS



TAKEAWAY & RECOMMENDATIONS

« PIPEDREAM brings forward a new extensible and modular OT focused
malware framework that advances attack philosophies first showcased
with CRASHOVERRIDE and TRISIS

« CHERNOVITE presents a concerning threat to all ICS organizations

« Dragos tracked threat groups continue to target ICS entities with both
old and new capabilities
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TAKEAWAY & RECOMMENDATIONS

« BENTONITE has exhibited Stage 1 capability and has shown evidence of
OT data exfiltration from ONG & Manufacturing targets

« Manufacturing is the standout ransomware sector by a large margin

« All manufacturing organizations should factor in ransomware threats to
their threat models
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THANK YOU
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