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○ Leading research teams with 150+ vulnerability 
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○ Security research at CyberArk and IDF
● Speaker at security conferences

○ Black Hat (USA, Asia), MITRE ATT&CKcon, BSides, etc.
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Agenda

● Schneider Electric Modicon vulnerabilities

● Modicon M340

● Authentication Bypass (CVE-2021-22779)

● Other security issues 



SE Modicon PLC security enhancements
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M340/M580 PLCs 

○ Water Treatment
○ Oil (production)
○ Gas / Solar / Hydro
○ Drainage / Levees
○ Dairy
○ Car Washes
○ Cosmetics
○ Fertilizer
○ Parking
○ Plastic Manufacturing
○ Air Filtration

Widely-Adopted                      Internet Connected
                



● Power supply
● SE Modicon M340 PLC
● IO modules 

Backplane



● SE EcoStruxure Control 
Expert 
○ Allows to program 

both the PLC & HMI
● We created a simple HMI 

that turn outlets on and 
off

Engineering Station



● FTP
○ primarily used to upgrade 

the firmware
● Modbus (over TCP/IP)

○ upload runtime code to 
the controller

○ start/stop the controller 
runtime

○ remote monitoring and 
control via an HMI

PLC EngStation Connection 

Modbus packet structure



● Unified Messaging 
Application Services
○ proprietary SE protocol 

used to configure and 
monitor PLCs.

○ tunneled through Modbus
○ Modbus func code x5a (90)

UMAS protocol

More info about the UMAS protocol: http://lirasenlared.blogspot.com/2017/08/the-unity-umas-protocol-part-i.html

https://www.google.com/url?q=http://lirasenlared.blogspot.com/2017/08/the-unity-umas-protocol-part-i.html&sa=D&source=editors&ust=1683886057559376&usg=AOvVaw1BGW6mH2r70NbeZye89zi_


● Project name
● Version
● EngStation project file path
● Authentication hashes

○ Program Safety 
Protection Password

○ Project Password base64

 UMAS func ReadMemoryBlock



“Crypted” Pass



● Request Nonce (computed 
locally)

● Response Nonce
● Same response for the same 

request (o additional random 
element)

Nonces (session secret)



Password 
verification

is only 
client-side



● Computer name
● sha256 hash (Post 3.01 

security enhancement)
○ Check byte for protected 

requests

UMAS func QueryTakePLCReservation



● SHA256 (server_nonce + base64_str + client_nonce)

● All data is found on the engineering station

● Actual password is not needed to get the hash

● Unauth remote “protected” request

SHA264 Hash generation



● Start PLC request
○ With check byte

● Calculating the “auth” hash
○ Hashing client and server 

nonces with hardware ID

Generating a request to a protected function 

plc_request = “\x5a” + check_byte + “\x40\xff\x00”
auth_hash = sha256(sha256(hardware_id + client_nonce)+ 

plc_request + sha256(hardware_id + server_nonce)

Send(“\x5a” + check_byte + “\x38\01” + auth_hash + plc_request)

 



Unauth Remote PLC Start and Stop

Link to PoC: https://github.com/tenable/poc/tree/master/SchneiderElectric/M340

https://www.google.com/url?q=https://github.com/tenable/poc/tree/master/SchneiderElectric/M340&sa=D&source=editors&ust=1683886058936545&usg=AOvVaw3UuaJ0RRM7Fmjn5m6HOYJE


Demo

https://youtu.be/vI3YxU66tVk

https://www.google.com/url?q=http://www.youtube.com/watch?v%3DvI3YxU66tVk&sa=D&source=editors&ust=1683886059081094&usg=AOvVaw1ozomruHuqoHBZXAvpCzjB
https://www.google.com/url?q=https://youtu.be/vI3YxU66tVk&sa=D&source=editors&ust=1683886059083378&usg=AOvVaw1XTL4LBbOE3mlT_QiUZz0H


● ReadMemoryBlock new version contains a salt and a ciphertext 
instead of the password hash

● The secret is probably computed on the server side
● We still believe some attack surface is available and we plan to 

revisit this target

V3.5/4.1 Mitigation



● Checked “Crypted”
○ Weak custom crypto algo
○ Hash len = pass len
○ Hash collisions

■ ‘acq’, ‘asq’, ‘isy’ and 
‘qsq’ all hash to ‘5DF’.

● Unchecked 
○ Plaintext password

Program and Safety Password



21

OT security lags behind with severe 
unauth remote vulnerabilitiesConclusion

Difficult to trust vendors when 
“Security enhancements” are often 
worse

The ICS industry may not be mature enough to 
meet the expectation of 90 days disclosure


