
The good, the bad and the 
ugly of ChatGPT in the 
Cyber Security world

"But Artificial Intelligence is neither good nor evil. 

It is a tool, like a knife. 

Is a knife evil? 

Only if the wielder is evil."



Cloud Security Alliance – Global Level

https://cloudsecurityalliance.org/research/working-groups/

https://cloudsecurityalliance.org/blog/2023/04/24/why-the-cloud-security-alliance-needs-to-help-secure-ai-and-you-do-too/

Advertisement



What is Artificial Intelligence? Imitation 
Game

https://redirect.cs.umbc.edu/courses/471/papers/turing.pdf https://datalya.com/blog/machine-learning/machine-learning-vs-traditional-programming-paradigm



Large Language Models - What is it about?

𝐖𝐡𝐚𝐭 𝐢𝐬 𝐆𝐞𝐧𝐞𝐫𝐚𝐭𝐢𝐯𝐞 𝐀𝐈 𝐚𝐧𝐝 𝐰𝐡𝐞𝐫𝐞 
𝐝𝐨𝐞𝐬 𝐢𝐭 𝐟𝐢𝐭 𝐢𝐧𝐭𝐨 𝐭𝐡𝐞 𝐬𝐜𝐨𝐩𝐞 𝐨𝐟 𝐀𝐈?
Generative AI is a subfield of artificial intelligence (AI) that focuses on 
creating new content, data, or solutions autonomously by learning from 
existing data. It leverages machine learning techniques, particularly deep 
learning and neural networks, to generate outputs that resemble 
real-world examples. This technology has a wide range of applications, 
such as generating art, creating realistic game environments, data 
augmentation, drug discovery, and even enhancing privacy by generating 
synthetic datasets. It has significantly contributed to the advancement of 
AI by enabling more creative and diverse solutions across various 
domains. Popular generative AI models include Generative Adversarial 
Networks (GANs), Variational Autoencoders (VAEs), and 
Transformer-based language models (e.g., ChatGPT).

Transformer-based language models, like GPT-4, are a class of generative 
AI models that employ the transformer architecture to excel in natural 
language processing tasks. Transformers use self-attention mechanisms 
to capture complex dependencies within textual data, enabling them to 
generate contextually relevant outputs. These models are pre-trained on 
large text corpora, learning patterns and structures that represent the 
grammar, syntax, and semantics of a language. Once trained, 
transformer-based models can be fine-tuned for various NLP tasks, 
including text generation, where they generate coherent and 
contextually relevant text based on a given input or prompt. Notable 
transformer-based language models like OpenAI's GPT series (GPT, 
GPT-2, GPT-3, GPT-4, and ChatGPT) and Google’s BARD have 
demonstrated impressive performance in both generative and 
discriminative NLP tasks. https://www.linkedin.com/posts/jeffreyrwinter_chatgpt-ai-artificialintelligence-activity-7049759548873551872-3bml/



Generative AI and Data Protection

https://www.rosenthal.ch/downloads/Rosenthal-generative-ai-data-protection-issues.pdf



Impact of Large Language Models

https://www.insider.com/chatgpt-passes-medical-exam-diagnoses-rare-condition-2023-4

https://twitter.com/joeprkns/status/1635933638725451779?

https://www.nber.org/system/files/working_papers/w31161/w31161.pdf

"with the greatest impact on novice and low-skilled workers, and minimal impact on experienced and highly skilled workers"



Transformer Model explained 1 of 3

https://medium.com/@lordmoma/the-transformer-model-revolutionizing-natural-language-processing-a16be54ddb1e#

Tokenization: 
Turning words into tokens

Embedding: 
Turning words (tokens) into vectors (list of numbers)



Transformer Model explained 2 of 3

https://medium.com/@lordmoma/the-transformer-model-revolutionizing-natural-language-processing-a16be54ddb1e#

Embedding: 
In general embeddings send every word (token)

 to a long list of numbers

Positional Encoding: 
Positional encoding adds a positional vector to each word, 

in order to keep track of the position of words



Transformer Model explained 3 of 3

https://medium.com/@lordmoma/the-transformer-model-revolutionizing-natural-language-processing-a16be54ddb1e#

Transformer Block: 
The transformer is a concatenation of many transformer 
blocks. Each one of these is composed by an attention 
component followed by a feedforward component (a 

neural network)

Transformer: 
The softmax layer turns the scores into probabilities, 
and these are used to pick the next word in the text.

Attention: 
Attention helps give context to each word, based on 

the other words in the sentence (or text)



The big LLM guys

Amazon Bedrock

Google BardGPT-4

Azure OpenAI Service

https://blog.google/technology/ai/google-bard-updates-io-2023/azure

https://learn.microsoft.com/en-us/azure/cognitive-services/openai/overview https://aws.amazon.com/de/bedrock/

https://openai.com/product/gpt-4



Open Source and Alternatives Codex Space

https://www.marktechpost.com/2023/05/07/meet-starcoder-the-biggest-open-source-large-language-models-for-code/

https://medium.com/geekculture/list-of-open-sourced-fine-tuned-large-language-models-llm-8d95a2e0dc76

https://www.forbes.com/sites/janakirammsv/2022/03/14/5-ai-tools-that-can-generate-code-to-help-programmers/

Also check => https://github.com/Hannibal046/Awesome-LLM



Why are we here?

https://thehackernews.com/2023/03/fake-chatgpt-chrome-extension-hijacking.html

https://www.cyberark.com/resources/threat-research-blog/phishing-as-a-service

https://status.python.org/incidents/qy2t9mjjcc7g

https://www.cshub.com/malware/news/google-ads-are-being-used-to-spread-malware



Cyber Attacks are on the Rise

https://resource.redcanary.com/rs/003-YRU-314/images/2023_ThreatDetectionReport_RedCanary.pdf

https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RE5bUvv?culture=en-us&country=us



Cyberkriminalität: Die Bedrohungslage im Überblick

https://www.swisscom.ch/de/about/news/2023/05/15-cyberkriminalitaet.html



Do not underestimate the problem in Cyber!

https://news.bloomberglaw.com/insurance/lloyds-cyber-insurance-tweaks-stir-coverage-restriction-concern

https://news.bloomberglaw.com/privacy-and-data-security/mercks-1-4-billion-insurance-win-splits-cyber-from-act-of-war



Security Implication of ChatGPT by CSA

https://cloudsecurityalliance.org/artifacts/security-implications-of-chatgpt/



Security Scenario Context ChatGPT

https://cloudsecurityalliance.org/artifacts/security-implications-of-chatgpt/



GPT-4 System Card 

https://cdn.openai.com/papers/gpt-4-system-card.pdf



Phishing vs. Marketing

https://www.bing.com/search?form=MY0291&OCID=MY0291&q=Bing+AI&showconv=1
Bing AI

https://www.bing.com/search?form=MY0291&OCID=MY0291&q=Bing+AI&showconv=1


Find Security Vulnerabilities

https://betterprogramming.pub/i-used-gpt-3-to-find-213-security-vulnerabilities-in-a-single-codebase-cc3870ba9411

https://techcommunity.microsoft.com/t5/educator-developer-blog/github-copilot-update-new-ai-model-that-also-filters-out/ba-p/3743238



ChatGPT LLM Magic – Code Mutation

https://www.cyberark.com/resources/threat-research-blog/chatting-our-way-into-creating-a-polymorphic-malware



What is a Polymorphic Virus

Characteristics
1. The cybercriminal hides the malicious code via 

encryption, allowing it to bypass most 
traditional security tools.

2. The virus is installed on an endpoint and the 
infected file is downloaded and decrypted.

3. Once downloaded, a mutation engine creates 
a new decryption routine that is attached to 
the virus, making it appear to be a different file, 
and therefore unrecognizable to security tools 
— even if an earlier version of the computer 
virus had been detected and placed on a 
blocklist.

Examples of Polymorphic Viruses
1. The Storm Worm: A multi-layer attack, The 

Storm Worm used social engineering 
techniques to trick users into downloading 
a trojan, which would then infect the computer 
and turn the target’s system into a bot. The 
campaign infected more than 1 million 
endpoints and disrupted internet service to 
hundreds of thousands of users at a time.

2. VirLock: Considered to be the first example of 
polymorphic ransomware, VirLock was a 
malware attack that spread through shared 
applications and cloud storage. It behaved as 
typical ransomware, restricting access of the 
victim to the endpoint and altering files until an 
extortion was paid.

3. Beebone: An advanced polymorphic malware 
attack, Beebone took control of thousands of 
computers worldwide to form a botnet with the 
goal of disrupting banking activity through 
ransomware and spyware.

https://www.crowdstrike.com/cybersecurity-101/malware/polymorphic-virus/#

https://www.crowdstrike.com/cybersecurity-101/malware/trojans/
https://www.crowdstrike.com/cybersecurity-101/ransomware/
https://www.crowdstrike.com/cybersecurity-101/botnets/


Evolution of Malware and Its Detection Techniques

https://www.researchgate.net/publication/334037102_Evolution_of_Malware_and_Its_Detection_Techniques

Polymorphic MalwareOligomorphic Malware



Evolution of Malware and Its Detection Techniques

https://www.researchgate.net/publication/334037102_Evolution_of_Malware_and_Its_Detection_Techniques

LLM Malware 2023+?

Metamorphic Malware



LLM Malware based Process?

Infected Host

Malware
(Interpreter)

BotNet Domain LLM Engine
(constructs/mutates)

Protect Surface Attack Surface Dark Net

Connects + Scan Redirects Host specific 
Malware



Jarvis vs. Ultron – Everyone loves Marvel

Source: https://www.youtube.com/watch?v=E6xDC33Em9w Avengers age of Ultron. 2015. Directed by Joss Whedon. Screenshot Ultron destroys Jarvis. Marvel Studios 

https://www.youtube.com/watch?v=E6xDC33Em9w


The real Challenge – Welcome Jarvis (1 of 2)

https://github.com/microsoft/JARVIS



The real Challenge – Welcome Jarvis (2 of 2)

https://github.com/microsoft/JARVIS



Cyber Security - Incidence Response

https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot https://cloud.google.com/blog/products/identity-security/rsa-google-cloud-security-ai-workbench-generative-ai?hl=en 
https://www.youtube.com/watch?v=OBnylC91RCk



Cyber Security - Threat Hunting

https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot https://cloud.google.com/blog/products/identity-security/rsa-google-cloud-security-ai-workbench-generative-ai?hl=en 
https://www.youtube.com/watch?v=OBnylC91RCk



Cyber Security - Security Reporting

https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot

https://cloud.google.com/blog/products/identity-security/rsa-google-cloud-security-ai-workbench-generative-ai?hl=en 
https://www.youtube.com/watch?v=OBnylC91RCk



Detect Artificial Intelligence Text

https://openai.com/blog/new-ai-classifier-for-indicating-ai-written-text

We’ve trained a classifier to distinguish between text written by a human and text written by 
AIs from a variety of providers. While it is impossible to reliably detect all AI-written text, we 
believe good classifiers can inform mitigations for false claims that AI-generated text was 
written by a human: for example, running automated misinformation campaigns, using AI tools 
for academic dishonesty, and positioning an AI chatbot as a human.

https://gptzero.me/
https://www.makeuseof.com/gptzero-detect-ai-generated-text/

https://openai.com/blog/forecasting-misuse/


Conclusion

By Lars Ruddigkeit

• Artificial Intelligence is on an autonomous Co-Pilot 
level. It can do many general tasks. It can generate 
code from spoken language and will be the next 
computer interface. It can even orchestrate over 
Machine Learning algorithms or hacker code.

• Hackers might use these LLM capabilities to develop 
new malware systems. Capabilities go into the area 
of mutation of source code to evade detection and 
automatic scanning for customized host malware.

• Cyber Security Defenders will also use AI capabilities 
as the new normal for Incidence Response, Threat 
Hunting and Security Reporting.

• Artificial is neither good nor evil. As a consequence, 
we should not talk about what computers can do but 
rather would computer should do.

By Sara Canaday

• It can't make decisions for you. But it can quickly do 
background research and gather information that 
will give you an enormous head-start on the 
decision-making process.

• It can't solve your strategic problems. But it can 
analyze data, provide insights, review trends and 
patterns, and suggest possible alternatives. 

• It can't foster a sense of teamwork and build 
morale. But it can act as a support tool for 
collaboration, operating as a virtual assistant to 
provide team updates, alerts, and reminders. 

• It's limited in it's ability to create highly engaging 
and emotional material that can influence 
employee or buyer behavior. But it does a 
surprisingly good job of creating draft content for 
things like emails, presentations, PowerPoint decks, 
reports, and blog posts.  

https://www.linkedin.com/in/drlr1/
https://www.linkedin.com/in/saracanaday/
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