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Based on two of our research-based
blogposts
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We will go through quite a few emails



Real-time cryptocurrency 

trading software, SCADA systems ...

Who am I?

Software engineering, system design, 

and implementation

Bogumil Griner

Senior Technical Account Manager

B. Eng. in Control Engineering 

and Automation

B. A. in English Language and 

Literature



● AI generated attacks

○ Generate unique emails

○ Multiple languages

○ Keep automated conversations in parallel

○ Classify human responses

○ BEC & Email thread hijacking attacks

● How to protect against AI generated attacks

○ How does it change the game

○ Defensive technologies to counter AI generated attacks

● Questions

Agenda



Powerful models can be used in different ways

AI models

Large language models Image generative models

...

- Phishing

- Spam

- Extortion

- Fraud

- BEC

- Phishing

- False employee pictures

- Extortion

- Generate deepfakes

Video generative models

- "Video phishing"

- Gather information

- Extortion

- Generate deepfakes

- Fraud

- Fraud over video

Voice generative models

- Vishing

- Generate fake voice

- Extortion

- Generate kidnapping recording

- Fraud

- Fraud over voice



Powerful models can be used in different ways
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AI generated attacks 
with ChatGPT (GPT3)



We've reached a tipping point in capability

Low capability (OpenAI Ada)

AWrite a phishing email that tries to convey the 

recipient to send over the password for Microsoft 365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

P



AWrite a phishing email that tries to convey the 

recipient to send over the password for Microsoft 365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

P

Low/medium capability (OpenAI Babbage)

We've reached a tipping point in capability



AWrite a phishing email that tries to convey the 

recipient to send over the password for Microsoft 365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

P

Medium/high capability (OpenAI Curie)

We've reached a tipping point in capability



AWrite a phishing email that tries to convey the 

recipient to send over the password for Microsoft 365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

P

High capability (OpenAI DaVinci)

We've reached a tipping point in capability



Phishing campaigns with 
unique emails



Write a phishing email that tries to convey the recipient to send over the password for Microsoft 365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

P

A A A

Phishing campaigns with unique emails

http://www.example.com


Different phishing stories Different reason to pressure victim

* Security breach on the Microsoft 365 account​

* Security update on the Microsoft 365 account​

* Noticing irregularities with the Microsoft 365 access​

* It’s urgent to prevent further security issues

* It’s urgent because of tight security measures

* Needed to ensure the safety and security of information

* Recipient needed to take the security update seriously

* It’s the only way to continue an investigation and protect the account

Phishing campaigns with unique emails



Dynamically generate phishing 
campaigns in multiple 

languages



Dynamically generate phishing campaigns 
in multiple languages



Swedish

AWrite a phishing email that tries to convey the 

recipient to send over the password for Microsoft 

365.

The recipient's name is Bob.

The email is sent from Alice.

The email should be written in an urgent manner.

Insert the url "http://www.example.com" somewhere.

Generate the email in [INSERT LANGUAGE]

P

Dynamically generate phishing campaigns 
in multiple languages

http://www.example.com


Keep automated conversations 
in parallel



Have automated conversations in parallel



Have automated conversations in parallel

Email 1 

(AI-generated)

Email 2

(victim answer)



AWrite an email answering to the email 

correspondence below.

The email should try to convey the recipient to send 

over the password for Microsoft 365.

The answer should answer any questions raised in 

"Email number 2".

The answer should refer to things written in "Email 

number 1".

Email 1: [INSERT PREVIOUS EMAIL]

Email 2: [INSERT PREVIOUS EMAIL]

P

Email 3 (AI-generated)

Have automated conversations in parallel



Classify human responses to adjust 
and generate better answers



Skeptical

AWhat is the sentiment of the following email?

Answer with a single word.

Email: [INSERT EMAIL IN PICTURES]

P

Classify human responses to adjust and 
generate better answers



Helpful

AWhat is the sentiment of the following email?

Answer with a single word.

Email: [INSERT EMAIL IN PICTURES]

P

Classify human responses to adjust and 
generate better answers



Frustrated

AWhat is the sentiment of the following email?

Answer with a single word.

Email: [INSERT EMAIL IN PICTURES]

P

Classify human responses to adjust and 
generate better answers



Improve BEC and Email Thread 
Hijacking Attacks



Improve BEC and Email Thread Hijacking Attacks

Email 1

(Antonio)



Improve BEC and Email Thread Hijacking Attacks

Email 1

(Antonio)

Email 2

(Max)



Improve BEC and Email Thread Hijacking Attacks

Email 3

(Antonio)



Improve BEC and Email Thread Hijacking Attacks

Email 3

(Antonio)

Email 4

(Max)



AWrite an email answering 'Email 4'.

Refer to information found in 'Email 1' or 'Email 2' or 

'Email 3' or 'Email 4'.

Also include a link "www.example.com" and try to 

make the recipient to log in.

Email 1: {email_1}

---

Email 2: {email_2}

---

Email 3: {email_3}

---

Email 4: {email_4}

P

Email 5 (AI generated) 😈

Improve BEC and Email Thread Hijacking Attacks



How much would it cost an actor to build and offer such a 
service to the underground?



How much would it cost an actor to build and offer such a 
service to the underground?
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~ $270'000



How to protect against 
AI generated attacks



How does it change the game?



What defensive technologies do LLMs impact?

Text-based filters

- Spam filter (e.g. Bayesian)

- Keywords

- Similarity hashes

- Text clustering

- NLP

- DNS (e.g. blacklists)

- URL filters

- MTA reputations

User-based

- Awareness

- User reporting

Dynamic analysis

- File sandboxing

- URL analysis

Conceptual overview

Infrastructure-based

- Content policies (e.g. file type)

- Hashes

- Yara rules

- AV

Other

- URL rewriting

- Phishing wave detection

- Post remediation

File-based



What defensive technologies do LLMs impact?

Text-based filters

- Spam filter (e.g. Bayesian)

- Keywords

- Identifying patterns in content 

- Similarity hashes

- Text clustering

- NLP

- DNS (e.g. blacklists)

- URL filters

- MTA reputations

User-based

- Awareness

- User reporting

Dynamic analysis

- File sandboxing

- URL analysis

Conceptual overview

Infrastructure-based

- Content policies (e.g. file type)

- Hashes

- Yara rules

- AV

Other

- URL rewriting

- Phishing wave detection

- Post remediation

File-based



Impact – what can we assume?

That more emails will get through, because costs of generating variations has decreased dramatically.

That emails which will get through will be much more convincing.

That business communication obtained by malicious actors will be put to much more effective use.



Defensive technologies to counter attacks*

Text understanding

- NLP will gain significance 

- AI/ML security

Attack surface reduction

- Block potentially dangerous files, macros

- Block cloud storage links

- Fine-grained attack surface reduction

- E.g. use relationship and context

*incomplete list  

Context understanding

User reporting

- Let users report every email 

- Reporting automation  

- Understand relationships

- Understand relevance

- Anomaly detection

- E.g. change of usual topic 

- E.g. change of IBAN number



Defensive technologies - phishing

User reporting

Extract intention 

Text understanding

Context understanding

Allow quick and easy reporting

From: alerts@attacker.com

Check relevance

Check URLs

Display name: IT Team



Defensive technologies – BEC/fraud
Based on real BEC case at one of our customers

From: procurement@xolab.com

Compromised email

Real BEC response

Display name: Procurement



Defensive technologies – BEC/fraud
ChatGPT generated BEC case 

From: procurement@attacker.com

ChatGPT generated BEC response

User reporting

Extract intention 

Text understanding

Context understanding

Allow quick and easy reporting

Check relevance 

Attack surface reduction

Exclude dangerous content 

Display name: Procurement



The takeaway

LLMs have an increasing impact on text-based social engineering attacks like phishing, BEC and fraud.

More emials will get through and the ones which reach the inbox will be more convincing and harder to indetify.

Defensive technologies need to innovate and adapt to counter this new reality.



Q&A
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