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INTRODUCTION

L E E  M Ö S S N E R
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HONEYPOT

T H I N K S T C A N A R Y
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BUDGET!

$ 7 5 0 0 ,  N O  
A P P R O V A L
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FREE  &  OP EN SOURCE

O r a c l e  C l o u d
Free Tier

G o o g l e  C l o u d  P l a t f o r m
Free(-ish) Tier

H y p e r - V  S e r v e r  2 0 1 9
Free from Microsoft

S p l u n k  S e r v e r
500Mb per day limit

U b u n t u  2 2 . 0 4  S e r v e r
Free from Canonical

O p e n C a n a r y
Thinkst on Github
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DEPLOYMENT 
MODELS

P E R I M E T E R
 Provides Threat Intel and 

Indications of Compromise

 Is Distraction to Attackers

 Early Warning System

I N T E R N A L
 Silence Expected....

 Insider Threat Warning

 Linked to Incident Process

R ES EA R C H
 Provides Threat Intel

 Shares Attacker Mindset

 May Fill Your Splunk 
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BUILD, DEPLOY, WAIT (NOT LONG)

Build and Deploy your Host(s)

• Internet connection, firewall rule

• Python environment

• OpenCanary

(Instructions are available)

Start your Engines
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SPLUNK 
DASHBOARDS

W I T H  D E M O
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CANARY 
VERSUS 
CANARY

T H E  R A C E  T O  
T H E  B O T T O M
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CANARY 
VERSUS 
CANARY

T H E  R A C E  T O  
T H E  B O T T O M
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DASHBOARD 
DEMO
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THE OBVIOUS

C O N N E C T I O N S
Around 4 million connection attempts across 3 instances/month

C R E D E N T I A L S
Around 3.2 million credentials across VNC, SSH and Telnet

Typically default credentials being exploited

P R O T O C O L S  &  P O I N T
The focus is on stealing data from insecure systems (MySQL, 
MSSQL and REDIS) or to obtain a persistent foothold on a host 
(SSH, Telnet and VNC)
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In October 2023, the NSA and CISA issued their “Top Ten” security 

misconfigurations.

The Number One finding is...

Source: NSA and CISA Red and Blue Teams Share Top Ten Cybersecurity Misconfigurations

THE OBVIOUS
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M A L W A R E  D R O P S

You host their malware.  VirusTotal has an API for that...

R A N S O M W A R E

All your data has been backup and remove 

THE NOT-SO-OBVIOUS
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Thinkst leverages Github and listens; I’ve suggested 

enhancements:

S M T P  “ R e l a y ”

Gaining more information from email

A C M E  P r o t o c o l

TLS certificates for protocols would lend credibility to 

the instances in the Internet

FEATURE ENHANCEMENTS
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• Q: Do you need to deploy one or more honeypots?

• A: It depends; is the rest of your house in order?

(e.g. ISO27001 Annex A.14 covering System Acquisition, Development and 

Maintenance – this should drive changing default credentials before

deployment)

• Q: Will a honeypot protect me?

• A: Not really – but it might help with IoCs (Indications of 

Compromise) both externally and internally

• Q: What could be the biggest challenges with owning and 

operating a honeypot?

• A: Managing the Signal-to-Noise ratio; avoiding both False 

Positives and False Negatives

CONCLUSIONS AND QUESTIONS



THANK YOU

L e e  M ö s s n e r l e e @ t o c e . c h

P r e s e n t a t i o n L i n k e d I n L e a r n  M o r e


