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Motivation

…supports the collection of threat data from multiple sources, their pre-processing and (joint) analysis, 
as well as the (cross-organizational) dissemination and assessment of security information
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…more precise empirical findings on the distribution and use of platforms are often lacking



4Insights into the distribution and use of threat intelligence sharing platforms – Clemens Sauerwein, Daniel Fischer TLP:Green

Research Questions

How widespread are threat intelligence sharing platforms?

How exactly and for what are threat intelligence sharing platforms used?



5Insights into the distribution and use of threat intelligence sharing platforms – Clemens Sauerwein, Daniel Fischer TLP:Green

„Provider Perspective“

• investigation of over 50 platforms
• expert interviews

„End-User Perspective“

• evaluation of current studies/reports
• systematic literature analysis (case studies)

Making Claims About the Use of Threat Intelligence Sharing Platforms
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Data Collection: Internet-based Survey

• online questionnaire
• survey period: April to May 2023
• population: organizations in America, Europe, Asia, Australia and Africa

− companies,
− federal authorities, and
− public universities

• calls for participation by email and social media to CIOs, CISOs and other security professionals
• our supporter:

− Forum of Incident Reponse and Security Teams (FIRST)
− Security Interest Group Switzerland (SIGS)
− Deutsche Cyber-Sicherheitsorganisation (DCSO) GmbH
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Our Sample: 118 Survey Participants From 24 Countries
Geographical distribution of organisations 

Europe 76 (64.4%)

America 29 (24.6%) 

Australia 4 (3.4%)

Asia 3 (2.5%) 

Africa 0 (0%)

88 
(74.6%)

15 
(12.7%)

8 (6.8%)

7 (5.9%)

Companies Authorities
Universities Other

Type of organisations

3 (3.3%)

8 (6.8%)

8 (6.8%)

9 (7.6%)

11 (9.3%)

17 (14.4%)

18 (15.2%)

35 (29.7%)

0% 10% 20% 30% 40%

Andere

Cyber Defense/Security Specialist

Chief executive officer (CEO)

Threat Intelligence-Analyst/CTI-Manager

Chief information security officers (CISO)

Abteilungsleiter

IT security officer

Analyst in SOC/CERT/CSIRT

Roles of participants within the organisation

Size of organisations

51-500 
EMPL

20 (16.9%)

501-5000 
EMPL

29 (24.7%)

5001-50000 
EMPL

24 (20.4%)

>50000 
EMPL

24 (20.3%)

<50 
EMPL

18 (25.2%)
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Platforms Are Widespread and Their Use Will Increase

+12.7%

+28.8%

+27.1%

+8.5%

+6.8%
+5.1%
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What percentage of organisations 
are planning to use it?

What percentage of organisations 
already use platforms and for how long?

83.9%

95.8%

6.8%

(n=118)
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Widespread of Platforms in America and Europe
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Platforms Are More Widespread in Companies Than in Authorities and 
Universities

80.0%

20.0%

86.4%

9.1%

4.5%

62.5%

25.0%

12.5%

Companies Authorities Universities

What percentage of organisations use or plan to use threat intelligence sharing platforms?

use platforms plan the use no use

(n=88) (n=15) (n=8)
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Compliance and Certification Requirements Are Not the Main Reasons 
for Using TISPs

yes
25.3%

no
51.5%

n/a 23.2%

Does your organisation use threat intelligence sharing 
platforms to comply with IT security and/or risk 

management standards?

Compliance

(n=99)
2

4

4

8

9

9

14

0 5 10 15

COBIT

BSI Standard 200-x

ISO/IEC 3100x

ITIL

NIST SP 800-x

CIS

ISO/IEC 2700x

What compliance and certification requirements are 
met by organizations using TISPs because of them?

(n=28, multiple answers possible,
one-time mentions neglected)
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two platforms (25)

three platforms (18)

four platforms (6)

six platforms (1)

Simultaneous Use of Multiple Platforms Is Popular

use several
50 (50.5%)use one

47 (47.5%)

n/a 2 (2.0%)

What percentage of organisations use several 
threat intelligence sharing platforms simultaneously?

(n=99)
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Platforms Are Regulary Used Not Only for the Collection, Pre-Processing, 
Analysis and Dissemination, but Also for Evaluation of TI

27.3%

41.4%

42.4%

46.5%

64.6%

Evaluation and Feedback

Exchange/Dissemination

Analysis

Pre-processing

Collection

How often does your organisation use which functions of a threat intelligence sharing platform?

0 20% 40% 60% 80%20%40%

71.7%

61.6%

66.7%

59.6%

52.5%

8.1%

11.2%

12.1%

17.2%

25.2%

monthly weekly dailynot at all irregular/occassion-related

(n=99)
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Conclusion and Outlook
• status quo on the widespread and statements on the use of 

threat intelligence sharing platforms worldwide
• explorative results only (no random sampling)
• strong focus on Europe & America

• repetition of the study (trend analyses)
• comparative country- and region-specific statements about the use of platforms
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