
Win the CyberWar
with Zero Trust



No More 
Chewy 
Centers

https://media.paloaltonetworks.com/documents/Forrester-No-More-Chewy-Centers.pdf







A strategy designed to stop data breaches and 
prevent other cyber-attacks from being successful 
by eliminating trust from digital systems.



Some Zero Trust 
Misconceptions

Some Zero Trust
Misconceptions

Zero Trust is 
about identity

Zero Trust 
means making 
a system trusted

There are Zero 
Trust products

Zero Trust is 
complicated
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The Ultimate Goal

The Big Idea

The Things You Use

The Way You Use Them

Tactics

Operations

Grand Strategy

Strategy

The Four Levels of Strategic Engagement
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Stop Data Breaches

Zero Trust

Tools & Techniques

Platform & Policies

Tactics

Operations

Grand Strategy

Strategy

The Four Levels of Cyber War
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Cyber Security Grand Strategy: Prevent Data Breaches

ATBT
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Cyber Security Grand Strategy: Prevent Data Breaches
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Stop Data Breaches

Zero Trust

Tools & Techniques

Platform & Policies

Tactics

Operations

Grand Strategy

Strategy

The Four Levels of Cyber War
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Source: 
https://www.forrester.com/Forresters+TargetedAttack+Hierarchy+Of+Ne
eds+Assess+Your+Core+Capabilities/fulltext/-/E-RES107121

Not a Strategy



that is exploited by 
malicious actors

is a 
dangerous vulnerability

Trust
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Untrusted Trusted

Malicious Insiders
Snowden
Manning

Which One Goes to the Internet?
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Untrusted Untrusted

People are NOT 
Packets!

Zero Trust
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Focus on business
outcomes

Design from the
inside out

Determine 
who/what needs 

access

Inspect and log
all traffic

Policy

Zero Trust Design Concepts

JK0JK1
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JK0 The segmented circles are an ON2IT logo feature that I incorporated into the slide. We need something else for this slide and 
the five steps slide 
John Kindervag; 2023-10-10T13:54:40.254

JK1 Can you replace the segmented circles form this slide and the 5 steps slide and replace them with the rotating circles from our 
Platform diagram. Please make the lines Illlumio Orange
John Kindervag; 2023-10-17T17:14:06.105

JK1 0 See the purple arrow on the image I overlayed on the right.
John Kindervag; 2023-10-17T17:15:21.357
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1. Who the President is1. Who the President is

2. Where the President is2. Where the President is

3. Who should have access 
to the President

3. Who should have access 
to the President
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PerimeterPerimeter

Protect 
Surface
Protect 
Surface

ControlsControls

MonitoringMonitoring

Micro-PerimeterMicro-Perimeter
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Stop Data Breaches

Zero Trust

Tools & Techniques

Platform & Policies

Tactics

Operations

Grand Strategy

Strategy

The Four Levels of Cyber War



Start Your 
Zero Trust 
Journey with 
the First Step
Flørli stairs in 
Lysefjorden, Norway
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Define the
protect surface 

Map the 
transaction flows

Architect a Zero 
Trust Environment

Create Zero 
Trust policy

Monitor and 
maintain

D
A
A
S

ata
pplications
ssets
ervices

The 5-Step Methodology for Deploying Zero Trust Guides 
Your Journey

Tailor Made

Antifragile
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My Mission: Change the Zero Trust Narrative
From Identity to Segmentation as the key technology focus
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Segmentation is Key to Zero Trust
“all future networks need to be segmented by default”
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New NSA Cybersecurity Information Sheet
Advancing Zero Trust Maturity Throughout the Network and Environment Pillar
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New NSA Cybersecurity Information Sheet
Advancing Zero Trust Maturity Throughout the Network and Environment Pillar
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Protect 
Surface

1. Why are you segmenting?

2. How are you enforcing 
Segmentation?

Zero Trust Defines Network Segmentation
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The Four Levels of Cyber War

Stop Data Breaches

Zero Trust

Tools & Techniques

Platform & Policies

Tactics

Operations

Grand Strategy

Strategy
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Automation and OrchestrationAutomation and Orchestration

Bletchley Park code-breaking machine: http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpg



31Bletchley Park code-breaking machine: http://commons.wikimedia.org/wiki/File:Bletchley_Park_09.jpg

Automation and OrchestrationAutomation and Orchestration
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Flat Networks Are Dangerous
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Zero Trust Segmentation Creates Protect Surfaces

Users

Data Center Public Cloud
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HowWhyWhereWhenWhatWho

Flow ValidationEnvironmentLocationTime LimitationsApplication 
ValidationResource Validation

Workload MetadataProtect SurfaceWorkload LocationEx -Working HoursApplication NameEx -Identity Attributes

Metadata AnalysisDAAS ElementEx -New YorkEx -AnytimeEx -ADEx -Workload Name

Ex -Test EnvironmentEx -AzureEx –AD_Port RangeEx -OT Asset Name

Ex -SCADAEx -RemoteEx –AD Process IDEx -Endpoint Name

The Kipling Method of Zero Trust Rule Writing

IF Who = AD_Admins, What = AD_App_Validation, When = Anytime, Where = Domain Controller (On 
Prem or Cloud), Why = Protect Surface Tag, How = AD_Meta, THEN Allow.
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ZTS Makes Zero Trust Easy to Consume
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Zero Trust Learning Curve
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Zero Trust Maturity Model

1. Define your Protect Surface 

2. Map the Transaction Flows

3. Architect a Zero Trust Environment

4. Create Zero Trust Policy

5. Monitor and Maintain the Network
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Zero Trust Is The World’s Only Cybersecurity Strategy

“Zero trust would have 
profoundly limited the 
attacker’s ability to move 
within OPM’s network and 
access such sensitive data.”

Source: Adopting a zero trust cyber model in government: http://federalnewsradio.com/commentary/2016/09/adopting-zero-trust-cyber-model-government/



John 
Kindervag
zerotrust@illumio.com

twitter.com/kindervag

KEEP IN TOUCH

JK0JK1
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JK0 Can we get a proxy email account like zerotrust@illumio.com
John Kindervag; 2023-10-19T20:49:57.609

JK0 0 [@Raghu Nandakumara]  any thoughts
John Kindervag; 2023-10-23T18:57:56.371

RN0 1 John, yes we can get IT to setup one for us.
Raghu Nandakumara; 2023-11-05T17:59:36.016

JK0 2 What's the process for this?
John Kindervag; 2023-11-06T15:32:45.881

RN0 3 I have raised a ticket to create zerotrust@illumio.com and have You, Trevor, Christer and me as recipients.
Raghu Nandakumara; 2023-11-07T19:21:01.428

JK0 4 Thanks Raghu
John Kindervag; 2023-11-07T21:06:08.346

JK1 Need to know what phone number to put here. 
John Kindervag; 2023-10-19T20:50:18.245

JK1 0 [@Raghu Nandakumara] 
John Kindervag; 2023-10-23T18:58:05.637

RN1 1 Do you need a phone number?
Raghu Nandakumara; 2023-11-05T17:59:44.907

JK1 2 I don't know. Who would monitor it? What are your thoughts?
John Kindervag; 2023-11-06T15:31:37.051

RN1 3 No, we don’t need a phone number.
Raghu Nandakumara; 2023-11-07T19:20:25.866



Thank you


