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IT Automation, IT Automation, IT Automation

The Rise of Technical Accounts
Think about OS or database installations or cloud configurations ...

Accounts everywhere

Cloudification of our Workloads:
laas, Paas (e.g., S3, Cloud Function), SaaS (M365)

Identity is the new perimeter
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Cloud Access Variants

Hans/Pixabay

R o
ented()){var hea(d); this.activate(b.cle
tpe"shon.bs. tab", reltedTarget:e[0]
e”).resoveclas"arye").end ). Find(




=
=
=
E
=
=
=
-
—
==

Software-as-a-Service Platform-as-a-Service Infrastructure-as-a-Service




Software-as-a-Service

Application Layer

Users including Super Users
APl Access (in/out) ‘\/

Platform-as-a-Service

Application Layer

Users including Super Users

API Access (in/out) ‘\

Cloud

Portal / GUI
APl Access

W

N1/

Infrastructure-as-a-Service

Application Layer
* Usersincluding Super Users

\I/

* APl Access (in/out) @™

Cloud &

* Portal /GUI
* APl Access

VMs / OS Layer

* Personal Users
* Admin Users

* Technical Users
* (Shared Users)
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Platform-as-a-Service

-
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Subscription User

HashiCorp

W Terraform

Technical User

s &

Cosmos DB

T (e.g. for application)

()

Google Cloud Function

Local DB User

Managed DB Instance




= Microsoft Azure
All services » Azure Database for PostgreSCQL flexible servers >

New Azure Database for PostgreSQL Flexible server

Microsoft

A\ Senver names, networking connectivity method and backup redundancy cannot be changed after server is

A Changing Basic options may reset selections you have made. Review all options prior to creating the resoy

High availability

Zone redundant high availability deploys a standby replica in 2 different zone with automatic failover ca
also specify high availability options in "Compute + storage”.

Enable high availability L]
Authentication
0 Azure Active Directory (Azure AD) is now Microsoft Entra |D. Learn miore I

Select the authentication methods you would like to support for accessing this PostgreSQL server. Postg
authentication allows you o create and use a ROLEs (usernames) and use 2 password to authenticate,
Enabling Microsoft Entra authentication allows you to create ROLEs based on your Microsoft Entra acco
generate an authentication token with which to suthenticate. Learn more

Authentication method ®) PostgreSQL authentication only
(®) Microsoft Entra authentication only

PostgreSQL and Microsoft Entra authentication

Admin usemmame * (0 | Enter server admin login name

Daccwrnrd * (1) | Frter nassword

._P Search resources, setvices, and docs (G+/)

Microsoft Azure

All services > Azure Database for PostgreS0OL flexible servers >

New Azure Database for PostgreSQL Flexible server

Microsoft

A server names, netwarking connectivity method and backup redundancy cannot be changed after server |

@ Basics  Networking  Securty  Tags Review + create

Configure networking access and security for your server,

Metwork connectivity

¥ou can connect to your server by specifying a public IP address specified below or from within a selec
network.

Connectivity method @ @ Public access (allowed IP addresses)

(O Pprivate access (VNet Integration)

0 Connections from the IP addresses configured in the Firew
below will have-access to this server. By default, o public |
allowed, Learn more £

Firewall rules
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Storage account

V| Access ke
«

= Overviey,

=] Activitylog

€ Tags

X Diagnose ang solve problems

%3\ Access Contro| (1AMm)

W Dats Migration

Events
[ ] Storage broyser
- Storage Mover
Data storage
Containers
& Fijle shares
m Queues

B Tabjes

Secun'ty + networking
2 Networking
D Front Door ang CDN
Access keys

© Shareq access Signature

Q Encryption
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What is the crucial difference for
securing
technical accounts
compared to securing

personal accounts
?
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What is the crucial difference for
securing
technical accounts
compared to securing

personal accounts
?

No MFA for Technical Accounts!
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Black Hat News Omdia Cybersecurity

DARKREADING

Capital One Attacker Exploited Misconfigured AWS
Databases

After bragging in underground forums, the woman who stole 100 million credit applications from Capital One has been
found guilty.

[...]

Prosecutors noted that Thompson M——i&cglly (ised a scanner to look for AWS
misconfigurations, in which databz X& s ———l 0
authentication required for access m , Ed tor-in-Chief He P Net Security
databases of 30 entities, includin NL:. ’
. 5 LT R I YV oY S '}
) ) il .
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Authentication / Identity S : Network
Access Key / User & Password ... ecurlng ... VPN-Tunneling
Certificate... Technical ... IP Restriction

Accounts ... Private Link / VPC Service Control

Managed Identity

19 Title | Date



Authentication / Identity Sec r'ng
uri

Access Key / User & Password ...

Certificate. .. ERKU 1]
Accounts

¢

* Managed Identity

20 Title | Date

Network

... VPN-Tunneling

... IP Restriction

... Private Link / VPC Service Control




VPN Tunnel
VPN + Certificate
Certificate

Access Keys

Technial Authentication Pa

21 Title | Date

Business Process Design & APl Optimization

Financial Loss =»

<10k

<50k

<100k

<1Mio

>1Mio

Data Breach =

<1000 customer
records & no PII

<10k customer
record, <100 PII

<100k customer
record, <10k PII

<lmio customer
record, <50k PII

WV Likeliness records records records
Less than every 50
years Risk accepted Risk accepted Risk accepted Document risk
every 50 years RIS
youy Risk accepted Risk accepted Document risk management

every 10 years

Document risk

every 5 years

More than 1 per
year

Document risk

Requires
management
approval

Document risk

Requires
management
approval

Inacceptable

Requires
management
approval

Inacceptable

Inacceptable

approval

Requires
management
approval

Inacceptable

Inacceptable

more

Requires
management
approval

Requires
management
approval

Inacceptable

Inacceptable

Inacceptable
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