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The World Changes
Hans/Pixabay

Accounts everywhere
Cloudification of our Workloads: 

IaaS, PaaS (e.g., S3, Cloud Function), SaaS (M365)

IT Automation, IT Automation, IT Automation 
The Rise of Technical Accounts

Think about OS or  database installations or cloud configurations …

Identity is the new perimeter
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Application Layer
• Users including Super Users
• API Access (in/out)
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Cloud
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Application Layer
• Users including Super Users
• API Access (in/out)

Cloud
• Portal / GUI
• API Access

VMs / OS Layer
• Personal Users
• Admin Users
• Technical Users
• (Shared Users)
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Platform-as-a-Service

Google Cloud Function

Cosmos DB

Managed DB Instance

Subscription User

Technical User 
(e.g. for application)

Local DB User
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Software-as-a-Service 
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Infrastructure-as-a-Service
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What is the crucial difference for 
securing 

technical accounts 
compared to securing 

personal accounts
?

No MFA for Technical Accounts!
PaaS / SaaS have direct internet exposure. 
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Title | Date19

Authentication / Identity
Access Key / User & Password …

Certificate… 

Network
… VPN-Tunneling
… IP Restriction
… Private Link / VPC Service Control

Securing
Technical 
Accounts

Securing
Technical 
Accounts

Managed Identity
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Title | Date21

>1Mio<1Mio<100k<50k<10kFinancial Loss 

more<1mio customer 
record, <50k PII 

records

<100k customer 
record, <10k PII 

records

<10k customer 
record, <100 PII 

records

<1000 customer 
records & no PII

Data Breach 

 Likeliness

Requires 
management 

approval
Document riskRisk acceptedRisk acceptedRisk accepted

Less than every 50 
years

Requires 
management 

approval

Requires 
management 

approval
Document riskRisk acceptedRisk acceptedevery 50 years

Inacceptable
Requires 

management 
approval

Requires 
management 

approval
Document riskDocument riskevery 10 years

InacceptableInacceptableInacceptableRequires 
management 

approval
Document riskevery 5 years

InacceptableInacceptableInacceptableInacceptable
Requires 

management 
approval

More than 1 per 
year

VPN Tunnel

VPN + Certificate

Certificate

Access Keys
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Business Process Design & API OptimizationBusiness Process Design & API Optimization
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