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Who am |?

Nikola Novoselec

Enterprise Security & Network Architect
Head of Zero Trust Cybersecurity Strategy &
Architecture

M +4179 875 23 51
nikola.novoselec@swisspost.ch

Swiss Post Ltd
Informatics/Technology
Wankdorfallee 4, 3030 Bern
swisspost.ch
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Swiss Post in numbers

Key figures 2023

CHF 254 miillion
Group profit

CHF 7,279 million 175 million
operating income passengers (PostBus)
88%
of revenue generated CHF 104 billion
in free competition I:I In customer assets

J (PostFinance)
CHF 605 million

in investments ’%

1,647 million
letters

76 out of 100 points
customer satisfaction rating

.QO

85 out of 100 points

185 million “| see the purpose of my work”

parcels
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What was done till now?
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Definition Gap Analysis Phases & High o
& Wording Level Roadmap Architecture
"/Z
Deep Dives cioud, Solution Shortlist Solution Shortlist Market Analysis (15)
Endpoint;sﬁlg/kl],a%?erations, BZC (2) BZE (3+1)

Q1.2024

Project: Zero Trust Foundation (Part I)
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Implementing Zero Trust
Our Roadmap

* Cloud Adoption
* |Internet Breakouts

* DevSecOps Support
« Data in transit

+ Data inventory
» Data telemetry in PBAC

2024 2026 2028 2030
Zero Trust
: Zero Trust : Application : Zero Trust :

: . : Development / : Data :
------------ e Foundation B R EEEE R S R e T ) R
i ZTF) . Workload . Protection .
| | Protection | (ZTDP) |
: | (ZTAD) : |
| * Subsidiary integrations | * Machine identity and secret | * Autodiscovery |

+ SaaS integration management » Data deduplication

* Next Generation Networking * Privileged access » Tokenization

» Consolidate and simplify management * Multichannel integration
operations. + Service Mesh
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Implementing Zero Trust
ur Roadmap

SD-WAN K8s

CASB SWG

Cloud Access Security Broker Secure Web Gateway Sl Pefies sl

Networking Externalized Authorization

DNS DevOps
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PAM

Centralized Pplicy Mangmt. Web Application Firewall Privileged Access Management

ZTF

Zero Trust Foundation
Identities, Network, Devices

A
Y

4 ZTAD

1

1

! Zero Trust Application Development

| Native Application and Toolchain Integration
1

1

1

1

1
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ZTDP

Zero Trust Data Protection
Data Autodiscovery, Encryption and Loss Prevention

A
A\ 4

2024 2026 2028 2030

EDR

Endpoint Detection and Response
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3 Blueprints

« Single Vendor
e Multi Vendor
e Multi Vendor with SSE

» Market analysis, vendor mapping

» Shortlist defined in internal workshops

» Pros & Cons defined in internal workshops
> Pending Deep-Dives and decision
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Architecture B2E

"o

Qo000
[

= -
=

=

C
-
d“
=
=]

ao O WIHIED, W7

L el

i G000

Page 9


https://wikit.post.ch/x/Dzx4Q
https://wikit.post.ch/x/zx5sQw
https://wikit.post.ch/x/uKs7RQ
https://wikit.post.ch/x/sQeaOg
https://wikit.post.ch/x/rB4pQg

Architecture B2C

2 Blueprints

« Single Vendor
« Multi Vendor

> Market analysis, vendor mapping

» Shortlist defined in internal workshops
» PoC with 2 vendors

> Pending Deep-Dives and decision
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https://wikit.post.ch/x/vTY6RQ
https://wikit.post.ch/x/vTY6RQ
https://wikit.post.ch/x/0WI0Pg
https://wikit.post.ch/x/S1V3T

Target Architecture

Embedded security, location and network-independent, flexible, highly available, resilient, and loosely

coupled LT
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New perimeter: ldentity aa
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B2E vs B2C
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-7 Public Threat Protection

Data Loss Prevention Fraud Protection
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SD-WAN o’ e

Adaptive Access Control , [ Adaptive Access Control
PAM / ®
VAULT o /I
RBI
CNAPP ...
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Whiteboard
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