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Who am I?
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Swiss Post in numbers 

Key figures 2023
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CHF 254 million 

Group profit
CHF 7,279 million 

operating income

88% 

of revenue generated 

in free competition

CHF 605 million 

in investments

1,647 million 

letters

185 million 

parcels

175 million 

passengers (PostBus)

CHF 104 billion 

in customer assets 

(PostFinance)

76 out of 100 points 

customer satisfaction rating 

85 out of 100 points 

“I see the purpose of my work”

Post CH AG | 26.03.2024 | v01.00 | Public | SIGS - Zero Trust @ Swiss Post | Nikola Novoselec, IT20.2



Page 4

CSP CSP

Internet

SaaS

SaaS

SaaSSaaS

SaaS

BYOD

Post CH AG
Core Environment

Post CH AG | 26.03.2024 | v01.00 | Public | SIGS - Zero Trust @ Swiss Post | Nikola Novoselec, IT20.2



80+ Subsidiaries

CSP

CSP

CSP

CSP

CSP CSP

SaaS

SaaS

SaaS

SaaS

SaaS

SaaS

SaaS

SaaS

SaaSSaaS

SaaSSaaS

SaaS

10+ Associates & Joint Ventures

Logistics & 

Transportation

Finance

eHealth eVoting

Real Estate
SaaS

Post CH AG
Entire Environment
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Market Analysis (15)Solution Shortlist 

B2C (2)

Deep Dives (Cloud, 

Endpoints, IAM, Operations, 

Toolchain)

Definition 

& Wording

Gap Analysis
Architecture

Phases & High 

Level Roadmap

Q1.2024

Solution Shortlist 

B2E (3+1)

What was done till now?

Project: Zero Trust Foundation (Part I)
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• Cloud Adoption

• Internet Breakouts

• Subsidiary integrations

• SaaS integration

• Next Generation Networking

• Consolidate and simplify 

operations.

• DevSecOps Support

• Data in transit

• Machine identity and secret 

management

• Privileged access 

management

• Service Mesh

• Data inventory

• Data telemetry in PBAC

• Autodiscovery

• Data deduplication

• Tokenization

• Multichannel integration

Zero Trust 

Application 

Development / 

Workload 

Protection 

(ZTAD)

Zero Trust 

Foundation 

(ZTF)

Zero Trust 

Data 

Protection 

(ZTDP)

2024 2026 2028 2030

Implementing Zero Trust

Our Roadmap
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SWG
Secure Web Gateway

CASB
Cloud Access Security Broker

SD-WAN
Software Defined Wide Area 

Networking

PAM
Privileged Access Management

DNS
Domain Name System

…
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SDP
Software Defined Perimeter

MSEG
Microsegmentation

CENPOL
Centralized Policy Mangmt.

ZTF
Zero Trust Foundation
Identities, Network, Devices

ZTAD
Zero Trust Application Development
Native Application and Toolchain Integration

2024 2026

DevOps
Native Toolchain Integration

2028

K8s
Externalized Authorization

DI
Data Intelligente

COMP
Compliance

ENC
Data Encryption

ZTDP
Zero Trust Data Protection
Data Autodiscovery, Encryption and Loss Prevention

DISCOVERY
Data Autodiscovery

L&C
Data Labeling and Classification

DLP
Data Loss Prevention

2030

EDR
Endpoint Detection and Response

WAF
Web Application Firewall

Implementing Zero Trust

Our Roadmap
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Architecture B2E

3 Blueprints
• Single Vendor

• Multi Vendor

• Multi Vendor with SSE

➢ Market analysis, vendor mapping

➢ Shortlist defined in internal workshops

➢ Pros & Cons defined in internal workshops

➢ Pending Deep-Dives and decision

I

II

III

https://wikit.post.ch/x/Dzx4Q
https://wikit.post.ch/x/zx5sQw
https://wikit.post.ch/x/uKs7RQ
https://wikit.post.ch/x/sQeaOg
https://wikit.post.ch/x/rB4pQg
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Architecture B2C

2 Blueprints
• Single Vendor

• Multi Vendor

➢ Market analysis, vendor mapping

➢ Shortlist defined in internal workshops

➢ PoC with 2 vendors

➢ Pending Deep-Dives and decision

I

II

https://wikit.post.ch/x/vTY6RQ
https://wikit.post.ch/x/vTY6RQ
https://wikit.post.ch/x/0WI0Pg
https://wikit.post.ch/x/S1V3T


Embedded security, location and network-independent, flexible, highly available, resilient, and loosely 

coupled

CSP

CSP

New perimeter: Identity

SaaS

Zero Trust & 

Network as a 

Service

Internet 

Break-Out

M&A Integration

Corporate Locations
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Employees

Employees, Partners,

Customers

Direct Link

Unsafe

Safe

On-Premise

Datacenters

Remote Work

Leveraging the full potential of the cloud

Internet Break-in & Break-Out

Highly available and resilient connectivity with 

cloud service providers. Simplification of 

deployment and operation.

On-Premise Integration, Cloud Equality

Reducing the attack surface by decoupling from 

the public internet. Less complexity in security 

operations. Simplification of network architecture 

through microsegmentation.

Integration of corporate subsidiaries

Integration of partners and corporate subsidiaries 

with loose coupling. Easy onboarding and carve-

out.

SaaS - Compliance and Control

Visibility and control over data exchange and data 

storage with SaaS providers. Protection against 

data loss, simplified integration, and ensuring 

regulatory compliance.

2

3

BYOD, work from anywhere on anything

ZTA opens up new and modern possibilities in the 

“Way of Work.” Location and network are irrelevant 

for security; the new perimeter is identity itself with 

“least privileged access.”

4

5

1’1

1

1’

2

3

4

5

Target Architecture
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B2E vs B2C

B2E B2C

SWG
Deep Traffic Inspection

CASB
Data Loss Prevention

SDP
Adaptive Access Control

SDP
Adaptive Access Control

WAF
Public Threat Protection

FP
Fraud Protection

PAM

VAULT

RBI

CNAPP

SD-WAN

…
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Whiteboard
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Thank you
for your time
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