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 Russia's “Laboratory of Cyber 
Operations” 

 Sandworms / Voodoo Bears Attack on 
UKR Critical Infrastructures

 Ukraine's defensive and counter 
offensive Activities

 Networking / Q&A

X-FILES
RUSSIA 

UNDETECTED
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Ukraine - well prepared since 2008

- 2020:  800
- 2021: 1400
- 2022: 4500
- 10 – 15 Serious 
Events per day 

Attack growth:

According to CSIS in 
2022
58% Disruption
21% Espionage
21% Degradation

Objectives

Two Countries with 
offensive / counter 
offensive measures.

1st Cyber War
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Russia's “Laboratory of Cyber Operations”
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Voodoo Bear
Aka: Seashell Blizzard, Quedagh, 
SANDFISH, Telebots, Sandworm, 
ELECTRUM, FROZENBARENTS, 
UAC-0082, Sunglow Blizzard, 
Hades, Blue Echidna, BlackEnergy
Group, IRON VIKING, IRIDIUM, 
DEV-0665

VOODOO BEAR is a Russia-based 
adversary assessed with high 
confidence to be attributable to the 
Main Directorate of the General Staff 
of the Armed Forces of the Russian 
Federation (Главное 
разведывательное управление, 
abbreviated to ГРУ/GRU). 
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Voodoo Bear Activities
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Voodoo Bear Novel Attack Against Operational 
Technology
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Russia - undetected
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Ukraine’s “(Cyber) Line Of Defense”
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Ukraine's defensive and counter offensive 
Activities
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Unpacking the Blackjack 
Group's Fuxnet Malware

…2
0

2
4

4
/2

0
2

4

- Screenshots on “ruexfil”
- Unconfirmed 
screenshots of stolen 
data, from its attack 
against Moscollector

Gaining access to 
Russia’s 112 
emergency service 
number.

Hacking and bricking sensors 
and controllers in critical 
infrastructure (including 
airports, subways, gas-
pipelines), all of which have 
been disabled.

Sharing details 
about and code 
from the Fuxnet
malware used in the 
attack

Disabling 
network 
appliances 
such as routers 
and firewalls

Deleting servers, 
workstations and 
databases; 30 TB of 
data has been wiped, 
including backup 
drives.

Disabling access to the 
Moscollector office 
building (all keycards 
have been invalidated).

Dumping passwords 
from multiple internal 
services
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Dumps of usernames and passwords from 
Moscollector main datacenter servers.
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Dumps of databases from key servers.
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Dumps of plaintext credentials from a Django-
based web server, likely responsible for the 
sensor management system.
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Identifying Equipment Targeted in the Attack

Screenshots released by the 
attackers indicate that the impacted 
sensors are manufactured by a 
company named AO SBK, a 
Russian company that 
manufactures a variety of sensor 
types, ranging from gas 
measurement sensors to 
environmental monitoring 
equipment.
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Sensors:
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THANK YOU
bernhard.nocker@crowdstrike.com

https://www.linkedin.com/in/bnocker/


